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CCP Security :: Who we are

CCP Random
Security Engineer

ÁIT-Security 

Professional since 

2008

ÁWith CCP since 2014

ÁTopics: Infrastructure 

Security and Secure 

Development, Incident 

Handling

CCP Grimmi
Security Specialist

ÁGame Master, 

Customer Support 

Specialist and 

Payment Fraud 

Guardian since 2003

ÁWith CCP since 2003

ÁTopics: Account 

Security, Payment 

Fraud, Anti-RMT 

Squad

CCP Peligro
Security Specialist

ÁGame Master 2006-

2007, Internal Affairs 

2007-2012, Team 

Security since 2012

ÁWith CCP since 2006

ÁTopics: Game Data 

Analytics, Anti-RMT 

Squad 

CCP Bugartist
Director of InfoSec

ÁInformation-Security 

Professional since 

2003

ÁWith CCP since 2013

ÁTopics: Security 

Processes, Concepts 

and Guidelines, 

Wizard, Enablement

CCP Blofeld
IT Director

ÁIT Professional since 

1995

ÁWith CCP since 2012

ÁTopics: IT Strategy, 

Managing Vendor 

relationships, Budget 

and the People in VW 

Operations and Office 

IT

CCP Security

Team Security

InfoSec

1



Todayôs Agenda

Å Introduction

Å Updates

ïInfoSec

ïTeam Security

Å Security Tips & Tricks

Å Roadmap

Å Q&A ïPlease join our Round Table*

*Actually we cannot guarantee that the table will be round
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InfoSec



InfoSec :: Hot Topics

Å Improving Overall Security

ïImproving Security and Risk Management

ÅE.g. Enhancing Intrusion Detection and Incident Handling

Å Fighting Threats

ïDistributed Denial of Service Attacks
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InfoSec :: Improving Security

Å Restructuring the way on how security is 

being applied

Å Providing clear service offerings to all our 

departments

Å Aligning processes and metrics 

throughout all of CCP

Security and Risk Management

People

Processes

Technology

PreventionRemediation

Detection
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What is a DDoS Attack?

Virtual situation equivalent:

1. Many players warp to one hub, e.g Jita

2. Routes are used to overload the target 

gates

3. Target appears to be closed 

(overcrowded)

The network situation appears comparable.

Concentration of ships present in 

the Solar Systems around Jita on 

an Ăaverage weekendñ.

Marked with     6



1 2 3 4 5 6 7 8

normal

attack

Netwok based DDoS Attacks 

Anatomy of a network DDoS attack:

1. Direct (reflect) network traffic to the 

target

2. Routes (hops / jumps away) overload 

the target uplink

3. Target appears to be down (overloaded):
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Å Detect early:

ïTraffic anomalies

ÅComposition

ÅPatterns (IPs, Protocols)

Å Prepare early:

ïPrepare network

ïCoordinate efforts

Early DDoS Detection

0

10

20

1 2 3 4 5

normal

attack

In 2014 we already faced over a 

dozen network DDoS attacks 

with upto 75 Gbit spikes

We improve our detection and 

mitigation capabilities and we are 

working on preventive measures
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DDoS Mitigation Options

A T AT C K
CCP 

Datacenter

Initiator

Abuse of 

insecure PCs

1. An Initiator controls compromised PCs:

2. Compromised PCs send attack traffic

3. CCP Datacenter detects initial pattern

4. CCP prepares mitigation

PC
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DDoS Mitigation Options

A T AT C K

CCP 

Datacenter

Scrub

Center

Scrub attack 

traffic G A EM R S

Attack is mitigated by 

Scrub Center in between

Game traffic reaches

CCP Datacenter
Connect to Game via Scrub Center

Up and running

behind Scrub 

Center
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Intrusion Detection Improvements

Security Feeds

Monitoring

IDS Alert and Event 

Correlation

Retention

Traffic 

anomaly 

at Server!

o7
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Team Security



Team Security :: Hot Topics

Å Rules and Policy Updates

Å Numb3rs

Å EULA proof reading session
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Two strike botting policy

We moved from a three strike policy on 15.03.2013.

Our current two strike botting policy: 

Å 1st strike, 30 day ban, removal of botting proceeds, 

permanent character transfer-lock

Å 2nd strike, Permanent ban

Client modification or involvement in RMT sales:

Zero tolerance, permanent ban on first offense.
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ESTF ïYear of 2 strike botting policy
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ESTF ïYear of 2 strike botting policy
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ESTF ïYear of 2 strike botting policy
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ISK Buyer policy

Our current 4-strike policy for ISK buyers is too lenient:

Å 1st strike, ISK removed and a warning

Å 2nd strike, ISK removed and 7 day ban

Å 3rd strike, ISK removed and 30 day ban

Å 4th strike, permanent ban
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Three strike ISK Buyer policy

Going forward, our new policy for ISK Buyers will be:

Å 1st strike, 7 days temporary ban and removal of ISK 

Å 2nd strike, 21 days temporary ban and removal of ISK

Å 3rd strike, PERMANENT BAN!

There will be a grace period; we aim to implement this policy in the 

next few weeks. 
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ISK Buyers
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ISK Buyers
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Account Security



Account Security

0

20

40

60

80

100

120

140

160

180

200

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar Apr

2013 2014

Hacked accounts
January 2013 ïApril 2014

23



Account Security
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Account Security :: Payment Fraud

Nov-13 Dec-13 Jan-14 Feb-14 Mar-14 Apr-14

Credit Card Fraud
Target breach and fraudulent payments in EVE

Target breach
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Team Security in Numb3rs


